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A0 \e ; We never forget who we’re working for®
Cyber Security Solutions
Integrated. Proactive. Resilient.
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and ensuring mission resilience, | .
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there is one important word: HOW = Fearhs)
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Cyber attacks never stop coming. Intrusions that put data, the mission, even lives at risk. LOOATION: "y
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At Lockheed Martin, we don’t just understand cyber security. We live it. And we’ve brought i *
together the right team, the right processes, and the right technologies to provide our E .
customers with reliable, mission resilient systems that are always available. 1
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Our proactive and mission-focused approach meets today’s cyber security challenges and o et — oara ek )
anticipates tomorrow’s. We make sure that our customers’ networks operate through attacks ' o - —— — el Gwd Dmn Do e Y 2 ) .
while threats are detected and rendered harmless. And by delivering proactive services, s '
integrated solutions, and resilient systems, our customers can trust the information on their
networks and trust that their missions are assured.
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Integrating Security into Every Solution We Deliver

At Lockheed Martin, cyber security is more than just a core competency—it’s a way of

life. We understand it. We apply it. But more importantly, we deliver it through integrating
security into everything we do, and every solution we develop. We have effectively refined
an approach that prioritizes vulnerabilities and integrates existing point solutions, enabling

robust, seamless, end-to-end defense. We aren’t just reducing risks, we’re providing fully
reliable and trusted solutions.




cABid CEMNAAE EINTRS

R N ——— T —
— e sem ———————ve——— :

i Bi3ddlaazsazamseacaozaadag

1 - -

§

SET"BTY A !

e rrveye ———

1
1
Y
*
|
.
1
.
+
:
.
1

Offering Experience and Proven Capabilities

We provide reliable and trusted solutions for securing an organization’s information, systems,
and networks, to ensure confidentiality, authenticity, integrity, non-repudiation, and availability.

Our proactive cyber security approach enables the delivery of integrated solutions and resilient
systems for seamless, end-to-end defense.
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The Lockheed Martin Center for Cyber Security Innovation leads corporate efforts to
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centrally manage standardization of best practices, talent, and technology innovation.

The Lockheed Martin Security Intelligence Center is an enterprise security center which
serves as the company’s detection, identification, and response center for all security incidents
and is operated by the Lockheed Martin Computer Incident Response Team (LM-CIRT).

The Wireless Cyber Security Testing Laboratory is a facility which allows defense and

intelligence agencies to test and evaluate wireless systems on a Top Secret/Sensitive Compart-
mented Information (TS/SCI) network.

The NexGen Cyber Innovation and Technology Center is a global security asset and world
class center with a cyber range for customer and partner collaboration, testing, and innovation.

* Red Team/Penetration Testing
* Cyber-forensics services

¢ Secure coding initiatives

¢ Training

* Cyber Security Architects

¢ Cyber Intel Analysts

* Experienced, trained, and certified information assurance professionals




Utilizing Best Practices and Rigorous Processes

At Lockheed Martin, cyber security begins with the customer’s mission and requirements
and ends with security solutions that are integrated, proactive, and resilient. What comes
in between are rigorous and thorough processes for analyzing, developing, implementing
and operating solutions.

Our teams review IT security management processes and make recommendations for
augmenting them, as necessary, to help customers create organization-specific processes
to ensure effective implementation of established security policy. At Lockheed Martin,

we build information assurance throughout the entire system development and deployment
lifecycle, including: planning, enterprise controls, design, development, testing,
deployment and operations.

Treating Customers Like Valued Partners

Lockheed Martin is a global security company and for more than 30 years, has been
a trusted provider of innovative technology solutions.

Today, we’re bringing together the right talent, the right processes, and the right

technology to address our customers’ missions and requirements. Addressing the hard

cyber challenges for our customers today and tomorrow is all a matter of HOW.

To learn more about how we’re helping our customers across a wide spectrum of
government agencies and military services, visit www.lockheedmartin.com/how.
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